Configuration for Sending Digitally Signed and Encrypted E-mail
In order to be fully compliant with DoD information systems policy and regulations, ALL e-mails/electronic correspondence containing sensitive information being sent outside of the USUHS domain must be digitally signed and encrypted.  In addition, ALL e-mails sent that contain embedded URLs must be digitally signed.  The following information/guidance may be useful to you in assuring that you are in full compliance.
Rules for Signing and Encrypting E-mail:

1. Sending encrypted e-mail:  E-mail must be encrypted if it contains Sensitive information (e.g., For Official Use Only) or information protected by The Privacy Act of 1974 or The Health Insurance Portability and Accountability Act (HIPPA).

2. Sending digitally-signed e-mail: Digital signatures shall be used whenever e-mail is considered Official Business and/or contains Sensitive information.

3. Receiving encrypted e-mail:  E-mails that are received in encrypted form must be stored in encrypted form if they are going to be retained. 

How to Configure Your Groupwise E-mail to Send Digitally Signed and Encrypted E-mail:
1. Insert your CAC into the CAC/PKI card reader and enter your pin number to log in.

2. Click on Groupwise and log in.  
3. Once Groupwise has opened, select “Tools” from the top menu bar and then select “Options.”

4. Click on the “Security” icon and then choose the tab entitled “Send Options.”
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5. Under “Select a Security Service Provider,” select “ActivCard Gold Cryptographic Service Provider” from the associated drop-down menu.
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6. Click on “Advanced Options” in the middle of the screen.
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7. Under “Certificate Revocation,” UN-CHECK the box next to “Check incoming/outgoing security item for revoked certificates.”
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8.  Click on “OK.”

By ensuring that your system is properly set up, you should notice that the process of opening and sending digitally signed and encrypted electronic correspondence is much more efficient and operates at a much faster speed.
